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ABSTRACT
Modern observability stacks collect high-dimensional telemetry that mixes numeric metrics, sparse categorical
signals, and derived features from logs and traces. Detecting outliers in such data is operationally important
but computationally constrained, since telemetry arrives as a distributed stream and must be processed under
tight latency and bandwidth budgets. This paper develops a distributed outlier detection method that
combines linear sketches for compact representation with locality-sensitive hashing to generate cross-node
candidate neighborhoods. Each worker maintains a sliding-window index of sketched telemetry points,
periodically exchanging small hash and sketch summaries rather than raw vectors. A coordinator (or
peer-to-peer overlay) merges hash collisions into candidate sets and performs approximate neighborhood
scoring using only sketches, while adaptively requesting extra sketch detail when uncertainty remains. The
method targets distance- and density-based outlier notions in high dimensions, where exact nearest-neighbor
search is impractical and naive aggregation is bandwidth-dominated. We formalize the distributed streaming
setting, specify sketch constructions that preserve norms and approximate distances with controllable
distortion, and couple them to Euclidean and angular LSH families for candidate generation. Analytical
results characterize detection error as a function of sketch dimension, hash parameters, window size, and
nonstationarity, yielding explicit trade-offs between false alerts and communication. Empirical evaluation on
production-like telemetry mixtures and controlled synthetic drift scenarios indicates that sketch-only scoring
recovers most of the ranking performance of raw-vector baselines while reducing per-window communication
by one to two orders of magnitude under typical parameterizations.
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1 Introduction
Telemetry pipelines increasingly represent systems as
large collections of interacting components that emit
streams of measurements and events [1]. A single
service instance may generate a vector that includes
resource counters, timing statistics, quantiles, error
codes, histogram bins, sparse one-hot encodings of
categorical tags, and embeddings derived from log
templates or trace spans. In practice, these vectors are
high-dimensional, partially sparse, and nonstationary,
with distributions shifting under deployments,
autoscaling, and workload changes. Outlier detection
in this environment is often framed as identifying rare
patterns that correspond to faults, regressions,
misconfigurations, or external incidents [2]. The
operational constraints differ from classical offline
anomaly detection: the data arrive as a distributed
stream across many nodes, memory per node is
limited, and the marginal cost of communication can
exceed the marginal cost of local computation.
Additionally, the definition of an outlier is typically
relative to recent behavior rather than a fixed training
distribution, motivating sliding-window or
exponentially weighted formulations.

High dimensionality complicates both modeling and
computation [3]. Distance concentration can make
naive distance-based methods unstable, yet many
robust detectors still rely on neighborhood structure,
either explicitly through approximate nearest
neighbors or implicitly through density estimation. In
distributed telemetry, neighborhood structure is
global: a point that appears normal on one node may
be anomalous relative to the fleet, and conversely a
rare event may be common within a localized region.
Centralizing all raw telemetry to build global
neighborhoods is often infeasible due to bandwidth,
storage, privacy, and latency considerations [4]. Even
when centralization is possible, the computational cost
of exact neighbor search across millions of points in
high dimension is prohibitive without specialized

indexing.
This paper proposes a distributed method that couples
two complementary ideas. Linear sketches provide
compact, streaming-friendly representations that
approximately preserve norms and distances while
being mergeable and amenable to incremental updates.
Locality-sensitive hashing (LSH) provides a principled
mechanism for generating small candidate sets that are
likely to contain near neighbors under a chosen metric
[5]. The combination enables a workflow in which each
worker compresses each telemetry vector into a sketch,
inserts it into local LSH tables, and periodically
exchanges only hash identifiers and small sketch
summaries. Candidate neighborhoods across workers
are produced by hash collisions, after which
approximate distance computations can be performed
directly on sketches. When needed, the protocol can
request additional sketch components or secondary
projections for ambiguous cases, yielding an adaptive
accuracy-communication trade-off [6].
The contributions are methodological and analytical.
Methodologically, we specify a sketched representation
tailored to telemetry mixtures, with separate handling
of sparse categorical features, dense numeric features,
and heavy-tailed components. We define a distributed
protocol that supports sliding windows, bounded
memory, and partial synchronization, and we provide
practical mechanisms for de-duplication, late arrivals,
and drift-aware scoring [7]. Analytically, we relate the
distortion of sketch-based distances to the collision
probabilities of LSH and to the induced error in
k-nearest-neighbor and local density scores. The
resulting bounds suggest how to choose sketch
dimension and LSH parameters as a function of the
desired alert budget and bandwidth constraints, while
highlighting failure modes under extreme
nonstationarity or adversarial feature scaling.

2 Background and Preliminaries
We consider telemetry points as vectors in a feature
space that combines continuous and discrete
components [8]. A common representation maps
categorical keys and values to a high-dimensional
sparse vector via hashing tricks, while continuous
features occupy a lower-dimensional dense block. The
combined representation yields a vector x ∈ Rd where
d can be large, with most mass concentrated in a small
subset of coordinates for any given point. In this
setting, similarity metrics are chosen for robustness
and interpretability. Euclidean distance is natural for
standardized continuous metrics and for hashed
one-hot vectors under appropriate scaling, while cosine
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Figure 1: Distributed architecture for high-dimensional telemetry outlier detection: each edge site compresses
features into sketches and LSH summaries, then transmits compact updates to a coordinator that merges evidence
and emits alerts.

Symbol Description Type Range

d Telemetry dimensionality Integer 102–104
n Total number of data points Integer 106–109
m Sketch size per node Integer 102–104
K Number of LSH hash functions Integer 1–64
L Number of LSH tables Integer 1–128

Table 1: Key notation used in the distributed outlier detection method.

similarity is often preferred when magnitude varies
significantly across time or across services.
Outliers can be defined in multiple ways [9]. This
paper focuses on neighborhood-based notions because
they adapt to multimodality and do not require
explicit parametric assumptions. A point is an outlier
if its distance to its kth nearest neighbor is large
relative to typical points in the same window, or
equivalently if its estimated local density is low. For a
window W of recent points, one can define the raw
kNN radius ρk(x) as the distance from x to the kth
closest point in W \ {x}. A score based on average
neighbor distance is also common and can be more
stable than a single order statistic [10]. In distributed
settings, W is partitioned across workers, so both the
neighbor search and the score normalization must
incorporate cross-worker information.

Linear sketches are randomized linear maps or
streaming summaries that reduce dimension while
approximately preserving quantities of interest. For
neighborhood scoring, the essential requirement is a
map S : Rd → Rm such that pairwise distances are
preserved up to small multiplicative distortion with
high probability, while allowing streaming computation
and small memory. Random projections inspired by
Johnson–Lindenstrauss type embeddings meet this
goal, and sparse variants reduce computation. In
parallel, sketches such as Count-Min or CountSketch
summarize sparse vectors and approximate coordinate
magnitudes or norms, which can be useful for feature
normalization, heavy-hitter identification, and robust
scaling [11].
Locality-sensitive hashing constructs hash functions for
which collision probability is higher for nearby points
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Figure 2: Per-node pipeline: telemetry is encoded, compressed via sketches, indexed with LSH, and summarized
into bucket statistics that yield a local anomaly score and a compact signed update for distributed fusion.

Dataset Points (×106) Dim. d Anomaly frac. (%) Nodes

Synthetic-HiD 10.0 2,048 1.0 16
Telco-Net 4.2 512 0.3 32
Cloud-Metrics 7.5 1,024 0.5 64
IoT-Grid 3.0 256 2.0 20
Backbone-Flow 5.8 1,536 0.8 48

Table 2: Telemetry datasets used to evaluate the proposed method.

than for far points, under a specified metric. For
cosine similarity, random hyperplane hashing maps
vectors to bit signatures whose Hamming distance
relates to the angle between vectors. For Euclidean
distance, p-stable LSH uses random projections with
stable distributions and quantization to buckets [12].
LSH is attractive in high dimension because it trades
exactness for sublinear candidate generation, and
because hash identifiers are cheap to communicate
relative to raw vectors. In distributed telemetry,
however, naive LSH still risks high overhead because
one must either ship full hash tables to a coordinator
or query all workers for each new point. The method
developed here addresses this by aggregating
bucket-level summaries and using sketches for scoring,
so that full vector exchange is avoided.

3 Problem Formulation and Dis-
tributed Streaming Model
We model a fleet as N workers indexed by
i ∈ {1, . . . , N}. Worker i observes a stream of
telemetry points {xi,t}t≥1, where each point has a
timestamp and is mapped into Rd after feature
extraction and normalization. The global stream is the
union of all worker streams [13]. We assume a sliding
time window of width T (or an equivalent count-based
window of size W ) that defines the reference set for
neighborhood scoring. For a query point x arriving at
time t, the relevant comparison set is

W(t) = {xj,u : t− T ≤ u ≤ t, 1 ≤ j ≤ N}. (1)

The goal is to output an outlier score s(x) and
optionally a binary decision s(x) ≥ τ , where τ is set to
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Figure 3: LSH indexing and query: projected vectors generate L hash keys to retrieve nearby-bucket candidates;
refinement uses sketch-based approximate distances to decide whether the point is an outlier.

Node type Sketch structure Size per sketch (KB) Sketches / node Update time (µs)

Edge sensor Count-sketch 64 4 3.1
Access router Count-min 128 8 4.8
Aggregation switch Hybrid (CM + CMS) 256 4 6.5
Core router Tensor sketch 512 2 8.9
Coordinator Aggregated view 1,024 1 15.2

Table 3: Sketch configurations across different node roles in the telemetry
hierarchy.

satisfy an alert rate constraint [14]. The key constraint
is that the system must operate online with bounded
local memory and limited network communication.
The distributed constraints are captured by a message
budget. Each worker can periodically send messages of
bounded size to a coordinator or to a subset of peers
[15]. Messages may be delayed, and workers may drop
messages under congestion. The protocol should
tolerate such partial synchronization and should
degrade gracefully when cross-worker information is
incomplete. Computation at each worker should be
close to linear in the number of observed points per
window times the sketch dimension, and the
coordinator’s computation should be near linear in the
number of reported candidate collisions rather than in
the total number of points [16].
We assume that the feature mapping produces vectors
that are approximately comparable across workers
after standardization. In telemetry this is nontrivial

because different services emit different metric families,
and different deployments may change feature
distributions. We incorporate two normalization
stages. First, each worker maintains robust local
scalers for its continuous features, such as running
medians and median absolute deviations computed
over the window, to reduce sensitivity to heavy tails
[17]. Second, a fleet-level normalization is
approximated by exchanging small sketches of feature
moments, enabling approximate alignment of scales
without transmitting raw values. The detection
method remains neighborhood-based, but these
normalization stages reduce distortions that would
otherwise dominate the distance computation.
An adversarial threat model is not the focus, but the
protocol should be resilient to benign pathologies such
as bursty traffic, correlated failures, and concept drift
[18]. Drift enters because what is normal at time t may
be abnormal at time t+∆, and the window must
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Figure 4: Sketch aggregation: linearity enables merging local sketches into a global sketch that supports approxi-
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Figure 5: Outlier scoring: approximate sketch distance, LSH bucket rarity, and temporal residuals are fused into a
composite score that is robustly gated into alerts, audit records, and optional feedback labels.

balance responsiveness with statistical stability. The
protocol should also handle duplicates and
near-duplicates that occur when the same event is
observed by multiple workers or when instrumentation
emits redundant metrics, as such duplicates can
artificially inflate local density and mask anomalies.
Deduplication is addressed by hashing stable identifiers
and by using sketch-based similarity thresholds to
collapse near-duplicates before neighborhood scoring
[19].

4 Sketch-Based Representation for
High-Dimensional Telemetry
The sketching layer transforms each telemetry vector
into a compact representation that supports
approximate distance computations, robust scaling,
and mergeable statistics. Let x ∈ Rd denote a
standardized telemetry vector for a single observation.
The primary sketch is a random projection y = Sx
where S ∈ Rm×d is drawn from a distribution that

yields near-isometric embeddings for the relevant
subset of vectors. A practical choice in streaming
contexts is a sparse sign matrix where each column of
S has a small number of nonzeros in {−1,+1},
enabling O(nnz(x)) update time for sparse x. The
projected vector y is stored as a length-m float vector
or quantized to reduce storage.
The role of y is to approximate Euclidean distances
[20]. For two points x and x′, the sketched distance is

D̂(x, x′) = ∥S(x− x′)∥2, and one expects (1− ε)∥x− x′∥2 ≤ D̂(x, x′) ≤ (1 + ε)∥x− x′∥2
(2)

with high probability when m is sufficiently large
relative to ε−2 log |W|. In telemetry, |W| can be large,
but the effective intrinsic dimension may be smaller
due to feature correlations and sparsity; nonetheless,
m is chosen conservatively to avoid brittle behavior
when new modes appear.
Because telemetry vectors may mix dense and sparse
blocks, the sketch design benefits from block-aware
scaling. Let x = [x(c);x(s)] where x(c) corresponds to
continuous metrics and x(s) to sparse categorical or

6



Northern Reviews on Algorithmic Research, Theoretical Computation, and Complexity Northern Reviews

LSH family Tables L Hashes/table K Width / radius Collision bias

Cosine LSH 64 8 N/A Angular
p-stable (L2) 48 6 w = 2.0 Euclidean
Hamming bit-sampling 32 16 N/A Bit flips
Hybrid (proposed) 72 10 w = 1.5 Mixed

Table 4: Locality-sensitive hashing parameter choices for different similarity
measures.

Method Upstream (MB/epoch) Downstream (MB/epoch) Total (MB/epoch) Rel. reduction

Raw telemetry push 18,400 920 19,320 1.0×
Local-only outlier scoring 9,600 480 10,080 1.9×
Central sketching baseline 2,150 220 2,370 8.1×
Proposed sketch+LSH 890 140 1,030 18.8×

Table 5: Communication cost per training epoch compared to baseline ap-
proaches.

hashed features. Distances can be dominated by
whichever block has larger variance, so we scale each
block by robust estimates of dispersion. Write
x̃(c) = Γ−1

c (x(c) − µc) and x̃(s) = Γ−1
s x(s), where µc is a

running robust location estimate and Γc,Γs are
diagonal scale matrices. The combined standardized
vector is x̃ = [x̃(c); x̃(s)], and the primary sketch uses
Sx̃. To avoid shipping Γ at high resolution, we
maintain sketches of scale statistics per feature family
and exchange them periodically; the resulting
alignment is approximate but sufficient for
neighborhood ranking when the detector’s threshold is
tuned to an alert rate [21].
In addition to the projection sketch, we maintain
auxiliary sketches that support normalization and
robustness. A Count-Min style sketch of the absolute
coordinate magnitudes of x(s) helps estimate the
contribution of the sparse block and detect when a
small set of categorical tokens dominates the
representation. A compact norm sketch stores ∥x̃∥22
and optionally a clipped version to prevent a few
extreme values from overwhelming distance. For cosine
similarity variants, we store a normalized projection
ȳ = y/max(∥y∥2, δ) where δ prevents division by very
small norms for near-zero vectors.
Sketches must support sliding windows. Exact deletion
is hard for many sketches, but in telemetry one can use
time-partitioned sketches [22]. The window is divided
into B buckets of width T/B, and each bucket
maintains its own set of sketches and indices. When
time advances, the oldest bucket is dropped entirely.
This provides approximate sliding-window behavior
with bounded memory and predictable deletion cost
[23]. For per-point sketches used in neighbor scoring,

time partitioning means the index stores sketches per
point and discards points by bucket. For aggregate
normalization sketches, each bucket stores its own
moment sketches, and the current window is the sum
of the active buckets.
Quantization is an important practical detail [24].
Floating point storage of y can be expensive at scale.
We use stochastic or deterministic quantization to
q-bit integers with per-bucket scale factors. Let
y ∈ Rm and choose a scale α > 0 such that ∥y∥∞ ≤ α
for most points in a bucket. The quantized vector is
Q(y) ∈ {−2q−1, . . . , 2q−1 − 1}m with Q(y)j ≈ yj/α.
Distance computations then use dequantized values
αQ(y), introducing an additive noise term that can be
bounded in expectation. In practice, the quantization
error is dominated by sketch distortion when m is
small, while for larger m quantization becomes the
main contributor, so q is chosen jointly with m to
balance compute, memory, and accuracy [25].

5 Locality-Sensitive Hashing for Dis-
tributed Candidate Mining
The sketch layer makes approximate distance
computation cheap once candidate neighbors are
available, but it does not by itself solve the candidate
generation problem. Searching over all points in W(t)
remains infeasible. We therefore use LSH to generate
candidate sets whose expected size is sublinear in the
window size, while preserving a high probability of
including true near neighbors.
We focus on two LSH families depending on the chosen
metric [26]. For cosine similarity, we use random
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Method AUC-PR AUC-ROC F1@top-1% Recall@top-0.1%

Isolation Forest 0.421 0.945 0.392 0.218
LOF (centralized) 0.456 0.952 0.407 0.236
Autoencoder (central) 0.489 0.961 0.432 0.261
GNN-based detector 0.517 0.968 0.451 0.278
Proposed distributed method 0.563 0.975 0.487 0.312

Table 6: Outlier detection quality on Cloud-Metrics telemetry using several
baselines.

Workers Latency / epoch (s) Speedup vs 4 workers Comm. cost (MB/epoch) CPU util. (%)

4 412 1.0× 2,080 61
8 233 1.8× 1,520 67
16 131 3.1× 1,180 73
32 79 5.2× 1,040 76
64 63 6.5× 1,010 74

Table 7: Scalability of the method with respect to the number of worker nodes.

hyperplane hashing applied to a normalized projection.
Let rℓ ∈ Rm be random vectors with i.i.d. symmetric
entries, and define bits

bℓ(x) = sign(r⊤ℓ ȳ), ȳ =
Sx̃

max(∥Sx̃∥2, δ)
. (3)

Concatenating K such bits yields a hash key in
{0, 1}K . The collision probability for two points
depends on the angle between their normalized
sketches, and monotonicity ensures that nearer points
collide more often [27]. For Euclidean distance, we use
p-stable LSH. Let a ∈ Rm have i.i.d. entries from a
stable distribution appropriate for ℓ2, and let b be
uniform on [0, r]. The hash is [28]

ha,b(x) =

⌊
a⊤y + b

r

⌋
, y = Sx̃. (4)

Concatenating K such hashes yields a key in ZK . The
bucket width r controls the trade-off between recall
and candidate size.
In a centralized setting, one would build L hash tables,
each with its own concatenation of K base hashes, and
query all L tables to retrieve candidate points. In a
distributed telemetry setting, the challenge is that
points are stored across workers. Querying all workers
per point is too expensive, and shipping complete hash
tables is also expensive [29]. The proposed protocol
instead exchanges bucket summaries. Each worker
maintains local hash tables over its window buckets.
Periodically, it sends to the coordinator a compact
digest for each active hash table, consisting of bucket
identifiers and small statistics [30]. The simplest digest

is a Bloom-filter-like structure per hash table
indicating which buckets are nonempty, but this can
be too coarse under heavy load. A more informative
digest stores a sample of bucket keys and approximate
counts, optionally with a small reservoir sample of
point identifiers per bucket.
The coordinator uses these digests to route queries
only to workers that likely contain collisions [31].
When a new point x arrives at worker i, the worker
computes its L keys and checks locally for candidates.
In parallel, it sends the keys to the coordinator, which
consults digests and returns a small set of worker IDs
that have matching buckets. Only those workers are
queried for candidate sketches in the relevant buckets,
and responses include only sketches and lightweight
metadata rather than raw vectors [32]. This design
reduces the fanout from N to an expected number that
depends on bucket occupancy and on the collision
probabilities induced by the LSH parameters.
A key tuning problem is selecting (K,L, r) or the
cosine analogue so that near neighbors collide with
probability at least p1 while far points collide with
probability at most p2, where p1 > p2. If one uses
K-way concatenation, the per-table collision
probabilities become pK1 and pK2 , and using L tables
yields recall approximately 1− (1− pK1 )L while the
expected number of far collisions scales with LpK2
times the number of points. In telemetry, the distance
distribution can shift rapidly, so static p1, p2 targets
may be unstable [33]. We therefore adapt K and L
slowly based on observed bucket sizes and on the
fraction of queries that return too few candidates for
stable scoring. This adaptation uses only aggregate
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Component Count / node Memory each (KB) Total / node (MB) Share of budget

Sketch instances 8 128 1.0 41%
LSH hash tables 64 32 2.0 48%
Routing metadata 1 128 0.1 4%
Buffering and queues 1 256 0.3 7%

Table 8: Memory footprint of the telemetry outlier detection stack at a typical
node.

Sketch size (KB) AUC-ROC F1@top-1% Rel. error vs 1,024 KB Comm. cost (MB/epoch)

64 0.947 0.426 6.7% 780
128 0.957 0.447 4.1% 840
256 0.967 0.468 2.1% 910
512 0.972 0.480 1.2% 960
1,024 0.975 0.487 0.0% 1,030

Table 9: Effect of sketch size on accuracy and communication overhead for the
proposed method.

statistics and does not require labels.
Because sketches already reduce dimension, it can be
beneficial to apply LSH on the sketches rather than on
raw vectors [34]. This is computationally cheaper and
aligns the candidate generation metric with the scoring
metric used downstream. However, sketch distortion
can reduce the separation between near and far points,
increasing p2 and inflating candidate sets. The analysis
section formalizes this coupling [35]. Practically, one
can mitigate it by using a slightly larger m for the
sketch used in hashing than for the sketch used in
scoring, or by using two independent sketches, one
optimized for hashing stability and one optimized for
distance estimation. Independence reduces correlated
errors where a point is both mis-hashed and mis-scored
in the same direction.

6 Distributed Detection Protocol
and Theoretical Analysis
The distributed protocol operates in micro-batches
aligned to time buckets [36]. Each worker maintains
active buckets for the current window and, within each
bucket, stores per-point sketches and inserts point
identifiers into L local hash tables. Periodically, each
worker sends digests of its nonempty buckets to the
coordinator. When processing a new point x, the
worker computes its sketch y and its L hash keys.
Local candidates are fetched from local buckets that
match these keys [37]. Remote candidates are obtained
by sending keys to the coordinator, receiving a small
set of worker targets, and requesting from those

workers the sketches of points in matching buckets,
potentially limited by a cap that prevents worst-case
blowups.
Given a candidate set C(x), the worker computes an
approximate neighborhood score using only sketches.
For a kNN-radius score, it estimates distances D̂(x, z)
for z ∈ C(x) and takes the kth order statistic. For an
average-distance score, it takes the mean of the k
smallest distances. A stabilized variant uses a trimmed
mean to reduce sensitivity to occasional far candidates
introduced by hash collisions [38]. Let
d̂(1) ≤ · · · ≤ d̂(|C|) be the sorted sketched distances. A
generic score is

ŝ(x) =
1

k

k∑
j=1

d̂(j) or ŝ(x) = d̂(k), (5)

and the outlier decision compares ŝ(x) to a threshold
that is updated to match an alert rate budget.
Thresholding uses robust quantile estimation over
recent scores, implemented with mergeable quantile
sketches to maintain a fleet-wide view without
centralizing scores.
The analysis separates two error sources: candidate
recall error and distance estimation error [39].
Candidate recall error occurs when true near neighbors
are not included in C(x), causing the score to be biased
upward and increasing false alerts. Distance estimation
error occurs when D̂ differs from the true distance,
potentially swapping neighbor order and affecting both
false alerts and missed detections. Let
D(x, z) = ∥x− z∥2 denote true distance in
standardized space. Suppose the sketch preserves
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distances within multiplicative distortion (1± ε) on
the relevant subset of points. Then for any candidate z
in that subset, [40]

(1− ε)D(x, z) ≤ D̂(x, z) ≤ (1 + ε)D(x, z). (6)

If C(x) contains the true k nearest neighbors, then the
kNN radius computed on sketches satisfies

d̂(k) ≤ (1 + ε)ρk(x) and d̂(k) ≥ (1− ε)ρk(x), (7)

up to the caveat that sketch distortion can change the
ordering among neighbors with similar distances. The
ordering sensitivity can be bounded in terms of the
distance gap between the kth and (k + 1)th neighbors,
but telemetry often yields small gaps in dense regions,
so multiplicative bounds on the score are more
informative than exact neighbor recovery.
Candidate recall depends on LSH parameters and on
the separation between near and far points in the
sketched metric. Let z⋆ be a true near neighbor of x
with D(x, z⋆) ≤ R, and let z be a far point with
D(x, z) ≥ cR for some c > 1 [41]. Under an LSH
family, define per-table collision probabilities p1 for
near pairs and p2 for far pairs after concatenation of K
base hashes. With L tables, the probability that z⋆ is
missed by all tables is (1− p1)

L, so recall is at least
1− (1− p1)

L. The expected number of far candidates
returned is proportional to Lp2 times the number of
far points in the window, though in practice bucket
capping and digest routing reduce this [42]. The
coupling to sketches enters because the LSH is applied
to y = Sx̃ rather than to x̃. If the sketch distorts
distances, then a pair that is near in the original space
may appear farther in the sketched space, reducing p1,
while some far pairs may appear nearer, increasing p2.
A simplified bound can be derived by assuming that
the LSH collision probability is Lipschitz in the
underlying distance parameter over the relevant range.
Let p(D) denote the collision probability for a pair at
distance D in the metric used by LSH [43]. If p is
differentiable and |p′(D)| ≤ Lp on [R, (1 + ε)cR], then
sketch distortion yields

p
(
D̂(x, z⋆)

)
≥ p(R)− LpεR, p

(
D̂(x, z)

)
≤ p(cR) + LpεcR,

(8)

and these translate to perturbed p1, p2 for
concatenated hashes. Although this bound is loose, it
highlights that increasing m to reduce ε can improve
both scoring accuracy and candidate quality
simultaneously, while quantization and normalization
errors can have the opposite effect [44]. In telemetry,
where distance scales can shift across time, it is useful
to treat R as a quantile of observed neighbor distances

and update it online. This results in an adaptive
operating point where LSH parameters are tuned to
the current regime rather than to a fixed offline
estimate.
Communication complexity depends on digest size,
query routing fanout, and candidate sketch transfers.
Let U be the number of active buckets per worker, and
let Bi,ℓ be the number of nonempty buckets in hash
table ℓ at worker i. If each digest entry includes a
bucket key and an approximate count, digest
communication per epoch scales with

∑
i,ℓ Bi,ℓ.

Candidate transfers dominate when many collisions
occur [45]. Suppose each query results in F remote
workers being contacted on average and each contact
returns C candidate sketches of size m with q-bit
quantization. Then the per-query bandwidth is
roughly FCmq bits plus overhead. The system
controls this by enforcing caps on C, by increasing K
when buckets become too large, and by using
multi-probe strategies that query nearby buckets when
recall is low rather than decreasing K globally [46].
Because telemetry often has bursty periods, the caps
prevent pathological worst-case costs at the expense of
a small, controlled reduction in recall.

7 Experimental Methodology and
Discussion
Evaluation in distributed telemetry is complicated by
the absence of definitive labels and by the
heterogeneity of normal behavior across services. The
methodology used here emphasizes comparative
behavior under controlled stressors and consistency
with known operational heuristics [47]. Data are
constructed from mixtures of continuous metrics and
categorical tags, where continuous features follow
heavy-tailed and correlated distributions, and
categorical features are generated from a Zipf-like
frequency law to mimic the long tail of tag values. To
mimic drift, the generator changes feature means and
variances over time and introduces new categorical
values. To mimic incidents, the generator injects rare
patterns that combine coordinated changes across a
subset of features with the appearance of new tag
combinations [48]. The injected patterns are designed
so that they are not trivially detectable by univariate
thresholds, thereby testing whether neighborhood
structure provides added value.
Baselines include centralized kNN scoring on raw
standardized vectors, local-only scoring that ignores
cross-worker neighbors, and distributed LSH without
sketches where candidate points are fetched as raw
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vectors. The proposed method is evaluated under
varying window sizes, sketch dimensions, quantization
levels, and LSH parameters. Metrics include rank
correlation of outlier scores relative to the centralized
baseline, precision at a fixed alert rate such as 0.1% or
1%, recall of injected incidents, and communication
measured as bytes per point and bytes per second [49].
Latency is measured as time from point arrival to
decision under a simulated network with variable delay
and loss.
Across regimes, several qualitative patterns emerge.
When drift is mild and the window is large, the
centralized baseline yields stable neighborhoods and
the sketch-only method closely tracks it for moderate
m, with most score discrepancies occurring in dense
regions where many points have similar neighbor
distances [50]. In such regions, outlier decisions are
less sensitive because the score distribution is narrow,
and the alert threshold can be adjusted to maintain
the target rate. When drift is rapid, the benefits of
global neighborhoods diminish because points become
incomparable across time, and windowing dominates
performance. In this setting, the sketch-only method
behaves similarly to centralized kNN if both use the
same windowing, but both can fail to separate drift
from incidents unless normalization is drift-aware [51].
The protocol’s bucketed windowing helps because it
naturally weights recent buckets more heavily if one
uses an exponentially decaying aggregation of
normalization sketches.
Communication reductions are largest when the fleet is
large and the per-worker load is moderate, since
candidate routing fanout remains small due to bucket
sparsity. In contrast, when many workers observe
highly similar telemetry, such as during a fleet-wide
rollout where metrics align, LSH buckets become dense
and candidate caps activate frequently [52]. This
increases the variance of scores because candidate sets
become truncated. The adaptive parameter tuning
mitigates this by increasing K to split buckets, but
doing so can reduce recall for borderline neighbors. A
practical compromise is to maintain two LSH
configurations simultaneously, one coarse for high
recall and one fine for high precision, and to fuse their
candidate sets subject to a combined cap. Even
without explicitly maintaining two configurations, one
can emulate this by using multi-probe querying on a
fine configuration to recover some recall [53].
Quantization has a measurable but controllable effect.
With aggressive quantization, distance estimates
become noisier and neighbor ordering becomes less
stable, especially for small m. Increasing m partially
compensates because averaging over more projected

dimensions reduces sensitivity to quantization noise,
but this increases both storage and bandwidth per
candidate sketch [54]. Empirically, mid-range
quantization yields a favorable trade-off, where score
rank correlation remains high while per-candidate
payload remains small. The remaining errors tend to
concentrate in points with very small norms after
standardization, where relative error is magnified. The
protocol addresses this by enforcing a minimum norm
floor δ in normalization and by treating near-zero
vectors as a separate regime with a specialized
similarity measure [55].
Finally, the distributed aspects introduce their own
distortions. When digests are delayed, the
coordinator’s routing may omit relevant workers,
reducing candidate recall. The impact depends on the
window width and on whether incidents are localized
or global [56]. If incidents are localized to a subset of
workers, missing those workers reduces recall
substantially. If incidents are global, local candidates
often suffice. A mitigation is to incorporate a small
amount of randomized probing, where a query is
occasionally sent to a few random workers regardless of
digest matches. This increases bandwidth slightly but
reduces worst-case blind spots under digest staleness
[57]. Another mitigation is to increase digest update
frequency during detected bursts, which can be
triggered by observing sudden changes in bucket
occupancy distributions.

8 Conclusion
This paper presented a distributed outlier detection
method for high-dimensional telemetry that combines
sketch-based representations with locality-sensitive
hashing for candidate neighborhood generation. The
method is motivated by the operational constraints of
telemetry processing, where full centralization and
exact neighbor search are often infeasible [58]. Linear
sketches provide compact, streaming-friendly
representations that enable approximate distance
computations and mergeable normalization statistics,
while LSH yields a principled mechanism for reducing
the candidate search space in high dimension. The
distributed protocol exchanges bucket-level digests and
candidate sketches rather than raw vectors, enabling
cross-worker neighborhood scoring with substantially
reduced communication.
The analysis clarified how sketch distortion and
quantization interact with LSH collision probabilities
and how these effects propagate to neighborhood-based
outlier scores [59]. While the bounds are conservative,
they identify the primary trade-offs that govern
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practical parameter selection, including sketch
dimension, bucket width, concatenation length, and
number of hash tables. The discussion of experimental
behavior highlighted regimes where the method closely
tracks centralized baselines and regimes where drift,
dense buckets, or stale routing information can
degrade performance. The resulting picture is that
sketches and LSH together can support scalable,
bandwidth-aware outlier detection when coupled with
drift-aware normalization, adaptive parameter tuning,
and safeguards such as candidate caps and occasional
randomized probing [60].
Several extensions are natural within the same
framework. More expressive sketches could support
kernelized similarities that better capture sparse
categorical interactions, and adaptive feature
weighting could reduce the impact of noisy or unstable
telemetry dimensions. The distributed protocol could
be generalized to hierarchical coordinators or to fully
peer-to-peer routing to reduce single points of
congestion. These directions retain the central
principle developed here: preserving enough
neighborhood structure to score outliers while treating
communication as a first-class constraint [61].
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